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THE TELECOMMUNICATIONS
- CARRIER’S DUTY ACT OF 1994

Mr. BREAUX. Mr, President, 1 ask
ous consent that the Senate
ceed to the immediate consider-
ation of Calendar No. 684, 8. 2375, a bill
ting t0 a telecommunications car-
rier’s duty to assist law enforcement. °
The PRESIDING OFFICER. The bill
will be stated by title, -
The legislative clerk read as follows:
+ A bill' (8. 2375) to amend title 18, United
gtates Code, to make clear a telecommuni-
cations carrier’s duty to-cooperate in the
{nterception of communications for law -en-
farcement purposes, and for other purposes.
" The PRESIDING.OFFICER. Is there
objection to the immediate consider-
ation of the bill? ;
There being no objection, the Senate
proceeded to consider the bill, which
had been reported from the Committee
ori the Judiciary, with an amendment
to strike all after the enacting clause
and inserting in lieu thereof the follow-
SECTION 1. INTERCEPTION OF DIGITAL AND
: OTHER COMMUNICATIONS. )
{a) IN-GENERAL.~Part I of .title 18, United

States Code, is amended by inserting after chap- "

ter 119 the following new chapter: ,
‘CHAPTER ' 120—~TELECOMMUNICATIONS

CARRIER ASSISTANCE TO THE GOVERN.-

MENT . :

‘%01, Definitions. - .

"%02, Assistance capability requirements.

:‘2503, Notices of capacity requirements.

“26‘04. Systems security and integrity.

%05, Cooperation of egquipinent manufacturers
and providers of telecommuni-

w ' cations support services,

206. Technical requirements and standards;
“ extension of compliance date. .
2607, Enforcement arders.

%08, Payment of costs of telecommunications

~ carriers. - .
*J2601, Definitions ,

.{8) DEFINITIONS.~In this chapter— .

‘the terms deftned tn section 2510 have, re-
’Pﬁc:ﬂvely, ‘the meanings stated in that section.
call-identifying information'— :

———

-telecommunications carrier for purposes

*(A) means all dialing or signéliing informa- -

tion that identifies the origin, direction, destina-
tion, or termination of each communication gen-
erated .or received by the subscriber equipment,

Jacility, or service of a telecommunications car-

rier that is the subject of a court order or lawful
authorization; but :

‘(B) does not include any information that
may disclose the physical location of the sub-

scriber (except to the ertent that the location .

may be determined from the telephone number).

‘“‘Commission’ means the Federal Commu-
nications Commission. . . .

‘' ‘government” means the government of the
United States and any agency or instrumental-
ity thereof, the District of Columbia, any com-
monwealtk, territory, or possession of the Unit-
ed States, and any State or politicdl subdivision
thereof authorized by law to conduct electronic
surveillance. ' .

*“‘{nformation services’— -

*'(A) means the offering of a capability for
generating, . acquiring, storing,. transforming,
processing, ' retrieving, utilizing, or making
available information via telecommunications;
and ' : : ’

*(B) includes electronic publishing and elec-

ng
does not include any capability for a
telecommunications carrier’s internal manage-
ment, control, or operation of its telecommuni-
cations network. .

“‘telecommunications support services'’ means
a product, software, -or service used by a tele-
communications carrier for the internal signal-
ing or switching functions of its telecommuni-
cations network. - i

**‘telecommunications carrier’—

“(A) means.a person or entity engaged in the
transmission or switching of wire or electronic
communications as a common carrier for hire
(within the meaning of section 3(k) of the Com-
munications Act of 1934 (47 U.8.C. 153(h)));

*Y(B) includes— :

“(i) a person or emtity engaged in providing
commercial mobile service (as defined in section
332(d) of the Communications Act of 1934 (47
U.S.C. 332(d))); or

*‘(ii) @ person or entily engaged in providing
wire or electronic communication switching or
transmission service to the extent that the Com-

-mission finds that such service is a replacement .

for a substantial portion of the local telephone
exchange service and that it is in the public in-
terest to deem suck.a person or entity to be a
of this
chapter; but -

*(C) does not include persons or entities inso-
far as they are engaged in providing informa-~
“$2602. Assistance capability requirements

““(a) CAPABILITY REQUIREMENTS.—Ezcept as
provided in subsections (b), (c), and (d) of this
section, and subject to section 2607(c), a tele-
communications carrier shall ensure that its
services or facilities that provide a customer or
subscriber with the ability to originate, termi-
nate, or direct communications are capable of—

(1) expeditiously isolating and enabling the
government to intercept, to the exclusion of any
other communications, all wire and electromic
communications carried by the carrier within a
service area to or from equipment, facilities, or
services of a subscrider of such carrier concucr-
rently with their transmission to or from the
subscriber’s service, facility, or egquipment or at
such later time as may be acceptable to the
ernment; . ) :

*(2) expeditiously isolating and enabling the
government to axccess call-identifying informa~ -
tion that is reasonably available to the carrier—

“(A) before, @mring, or immediately after the
transmission of & wire or electronic communica-
tion (or at such Bater time as may be acceptalble
to the government); and . :

. *(B) in a manmer that allows it-to de assoch-

“ated with the cammunication to which it per-

tains, .

except that, with vegard to inforrhation acquired
solely pursuant to the authority for pen reg-
isters and trap and trace devices (as defined in
section 3127), such call-identifying information
shall not include any information that may dis-
close the physical location of the subscriber (ex-
cept to the extent that the location may be de-
termined from the telephone number);

*(3) dellvering intercepted communicatioms
and call-identifying information to the goverm-
ment in @ format such that they may be trans-
mitted by means of facilities or services procured
by the government to a location other than the
premises of the caxrier; and .

‘“(4) facilitating authorized communications
interceptions and access to call-identifying fre-
Jormation unobtrusively and with a minimum af
interference with any subscriber's telecommuni-
cations service and in a manner that protects—

*(A) the privacy and security of communica-
tions and call-identifying information not awu-
thorized to be intevcepted; and :

*(B) informatiom regarding the government's
interception of cemmunications and access to
call-identifying information.
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w(b) LIMITATIONS.— o

(1) DESIGN OF FEATURES AND SYSTEMS CQN-
,gunATIONS.——This chapter does ?wt authorize.
any low enforcement agency or officer—

“(A) to reguire any specific design of features

 of System. configurations to be adopted by pro-

s of wire or electronic communication serv-
‘te manufacturers of telecommunicgtiops equip-
mg;tt. or providers of telecommunications sup-
port services; or .

“(B) to prohibit the adoptwn of any [eature

service by providers of wire or electronic com-
qunication service, manufacturers of tele-

nications equipment, or providers of tele-
nications support services.

«(2) INFORMATION SERVICES; PRIVATE NET-
WORKS AND INTERCONNECTION SERVICES AND FA-
ciiTiES.—The requirements of subsection (a) do
not apply to— .

w(A) information services; or

“(B) services or facilities that support the
gransport or switching of communications for

ate networks or for the sole purpose of inter-
connecting telecommunications carriers.

“(3) ENCRYPTION.—A telecommunications car-
rier shall not be responsible for decrypting, or

ensuring the government's ability to -decrypt,.

any communication encrypted by a subscriber or
customer, unless the encryption was provided by
the carrier and the carrier possesses the infor-
mation necessary to decrypt the communication.
“{c) - EMERGENCY OR  EXIGENT  CI&-
CUMSTANCES.—In emergency or exigent Ccir-
nces (including those described in sec-
tions 2518 (7) or (11)(b) and 3125 of this title and
section 1805(e) of title 50), a carrier at its discre-
ton may fulfill its responsibilities under sub-
section’ (a)(3) by allowing monitoring at its
premises if that is the only means of accomplish-
ing the interception or access.
“(d) MOBILE SERVICE ASSISTANCE REQUIRE-

MENTS.—A telecommunications carrier offeringa -

feature or service that allows subscribers to redi-

_yect, hand off, or assign their wire or electronic.

communications to another service area or an-
other service provider or to utilize facilities in
anotker service area or of another service pro-
vider shall ensure that, when the carrier that
had been providing assistance for the intercep-
tion of wire or electronic communications or ac-
eess to call-identifying information pursuant to
a court order or lawful authorization no longer
has access to the content of such communica-
tions or call-identifying information within the
service area in which interception has been oc-
cwrring as a result of the subscriber’s use of
such a feature or service, information is made
available to the government (before, during, or
immediately after the transfer of such commu-
nications) identifying the -provider of wire or
electronic communication service that has ac-
quired access to the communications.
“#2603. Notices of capacity requirements

‘(@) NOTICES OF MAXIMUM AND ACTUAL Ca-

" PACITY REQUIREMENTS.— _

“(1) IN GENERAL.—Not later than 1 year after
the date of enactment of this chapter, after con-
sulting with State and local law enforcement
agencies, telecommunications carriers, providers
of telecommunications support services, and
manufacturers of telecommunications equipment
and after notice and comment, the Attorney
General shall publish in the Federal Register
and provide to appropriate telecommunications

Carrler. associations, standard-setting organiza- -

lions, and for a— o
(4) notice of the mazimum capacity required
Accommodate all of the communication inter-
eptions, pen registers, and trap and trace de-
YiCes that the Attorney General estimates that
Sovernment agencies authorized to conduct elec-
tronic surveitlance may conduct and use simul-

eously; and

. “(B) notice of the number of communication
inlerceptions, pen registers, and trap and trace
» Tepresenting a portion of the marimum
“apacity set forth under subparagraph (A), that
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the Attorney General estimates that government
agencies authorized to conduct electronic sur-
veillance may conduct and use simultaneously
after the date that is 4 years after the date of
enactment of this chapter.

*(2) BASIS OF NOTICES~The notices issued
under paragraph (1) may be based upon the
type of equipment, type of service, number of
subscribers, geographic location, or other meas-
ure.

*/(b) COMPLIANCE WITH CAPACITY NOTICES.—

‘(1) INITIAL CAPACITY.—~Within 3 years after
the publication by the Attorney General of a no-
tice of capacity requirements or within ¢ years
after the date of enactment of this chapter,
whichever is longer, a telecommunications car-
rier shall ensure that its systems are capable
of—

‘“{A) expanding to the marimum capacity set
Jorth in the notice under subsection (a)(l)(A);
and

*(B) accommodating simultaneously the num-

ber of interceptions, pen registers, and trap and

trace devices set forth in the notice under sud-

section (a)(1)(B).

‘(2) EXPANSION TO MAXIMUM CAPACITY.—
After the date described in paragraph (1), a tele-
communications carrier shall ensure that it can
accommodate erpeditiously any increase in the
number of communication interceptions, pen
registers, and trap and trace devices that au-
thorized agencies may seek to conduct and use,
up to the marimum capacity requirement set
forth in the notice under subsection (a)(1)(A).

*/(¢) NOTICES OF INCREASED MAXIMUM CAPAC-
ITY REQUIREMENTS.—

‘(1) The Attorney General shall periodically
provide to telecommunications carriers written
notice of any necessary increases in the mari-
mum capacity requirement set forth in the no-
tice under subsection (a)(1)(A).

*(2) Within 3 years after receiving written no-
tice of increased capacity requirements under
paragraph (1), or within such longer time period
as the Attorney General may specify, a tele-
communications carrier shall ensure that its sys-
tems are capable of exrpanding to the increased
mazimum capacity set forth in the notice.
“$2604. Systems security and integrity

“A telecommunications carrier shall ensure
that any court ordered or lawfully authorized
interception of communications or access to call-
identifying information effected . within its
switching premises can be activated only with
the affirmative intervention of an individual of-
ficer or employee of the carrier.

“§2605. Cooperation of equipment manufac-
turers and providers of telecommunications
support services L
“(a) CONSULTATION.—A  telecommunications

carrier shall consult, as necessary, in @ timely
fashion with manufacturers of its telecommuni-
cations trgnsmission and switching equipment
and its providers of telecommunications support
services for the purpose of identifying any serv-
ice or equipment, including kardware and soft-
ware, that may require modification so as to
permit compliance with this chapter.

‘“(b) MODIFICATION OF EQUIPMENT AND SERV-
ICES.——Subject to section 2607(c), a manufacturer
of telecommunications transmission or switching
equip t and a provi of telecommunications
support services shall, on a reasonably timely
basis and at a reasonable charge, make avail-
able to the telecommunications carriers using its
equipment or services such modifications as are
necessary to permit such carriers to comply with
this chapter. ’ ' .
“§2606. Technical requirements and stand-

ards; extension of pli date

“(a) SAFE HARBOR.—

‘(1) CONSULTATION.—To ensure the efficient
and industry-wide implementation of the assist-

" ance capability requirements under section 2602,

the Attorney General, in coordination with
other Federal, State, and local law enforcement
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agencies, shall consult with appropriate associa-
tions and standard-setting organizations of the
telecommunications industry and with rep-
resentatives of users of telecommunications serv-
ices and facilities,

““{2) COMPLIANCE . UNDER ACCEPTED STAND,
ARDS.—A telecommunications carrier shall b
found to be in compliance with the assistance
capability requirements under section 2602, and
a manufacturer of telecommunications trans-
mission or switching equipment or a provider of
telecommunications support services shall be
found to be in compliance with section 2605, if
the carrier, manufacturer, or support service
provider is in compliance with publicly available
technical requirements or standards adopted by
an industry association or standard-setting or-
ganization or by the Commission under sub-
section (b) to meet the requirements of section
2602. R
““(3) ABSENCE OF STANDARDS.—The absence of
technical reguirements or standards for imple-
menting the assistance capability requirements
of section 2602 shall not—

‘{A) preclude a carrier, manufacturer, or
services provider from deploying a technology or
service; or

‘(B) relieve a carrier, manufacturer, or serv-
ice provider of the obligations imposed by sec-
tion 2602 or 2605, as applicable.

‘“‘tb) FCC AUTHORITY.—

‘(1) IN GENERAL.—If industry associations or
standard-setting organizations fail to issue tech-

_mical requirements or standards or if a govern-

ment agency or any other person believes that
such reguirements or standards are deficient,
the agency or person may petition the Commis-
sion to establish, by notice and comment rule-
making or such other proceedings as the Com-
mission may be authorized to conduct, technical
requirements or standards that— .

‘(A) meet the assistance capability reguire-
ments of section 2602;

*Y(B) protect the privacy and security of com-
munications not authorized to be intercepted;
and

‘“(C) serve the policy of the United States to
encourage the provision of new technologies and
services to the public.

*'(2) TRANSITION PERIOD.—If an industry tech-
nical requirement or standard is set aside or
supplanted as a result of Commission action
under this section, the Commission, after con-
sultation with the Attorney General, shall es-
tablish a reasonable time and conditions for
compliance with and the transition to any new
standard, including defining the obligations of
telecommunications carriers under section 2602
during any transition period. .

(c) EXTENSION OF COMPLIANCE DATE FOR
FEATURES AND SERVICES.~— ) )
~ **(1) PETITION.—A telecommunications carrier’
proposing to deploy, or having deployed, a fea-
ture or service within 4 years after the date of
enactment of this chapter may petition the Com-
mission for 1 or more extensions of the deadline
Jor complying with the assistance capabdility re-
quirements under section 2602.

*(2) GROUND FOR EXTENSION.~The Commis-
sion may, after affording a full opportunity for
hearing and after consultation with the Attor-
ney General, grant an extension under this
paragraph, if the Commission determines that
compliance with the assistance capability re-

quirements under section 2602 is not reasonably

achicvable through application of technology
available within the compliance period.

*(3) LENGTH OF EXTENSION.—An ertension
under this paragraph shall extend for no longer
than the earlier of—

‘‘(A) the date determined by the Commission
as necessary for the carrier to comply with the
assistance capability requirements under section
2602; or .

*(B) the date that is 2 years
which the extension is granted.

a

after the date on,’

*(4) APPLICABILITY OF EXTENSION.—An e.tten-%‘

sion under this subsection shall apply to only
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of the carrier’s business on which the
ot feazure or service is used. -
i ;607 Enforcement orders
"{a) ENFORCEMENT BY COURT IssuiNG Sur-
¢ ORDER—~If a court authorizing an
ion under.chapter 119, a State statute,
the Foreign Intelligence Surveillance Act of
78 (50 U.S.C. 1801 et seq.) or authorizing use
I register

or-a trap and trace device "

%’c""mzxwa&mmwﬁmmt

;uwwilh the requirements in this chapter, the
court

may divect that the carrier comply forth-

with and may direct that a provider of support

gervices to the carrier or the manufacturer- of
‘x,,g furnish forthwith modifications necmary
for the carrier to comply. -

«(p) ENFORCEMENT UPON APPLICATION BY AT-
TORNEY GENERAL—The Attorney General may
apply to the appropriate United States district

court for, and the United States district courts .

M have furisdiction to issue, an order direct-
ing that @ telecommunications carrier, @ manu-
Wer of telecommunications transmission or
switching equipment, or a provider of tele-
communications support services comply with
pter.
"‘ﬁg’“ GROUNDS POR ISSUANCE.—A court shall
issug an order under subsection (a) or (b) only
fihe court finds that—
«“(1) alternative technologies or capabdzﬁes or

nications carrier has failed to com-

's transmission or switching equip- }3502
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“§M.P¢ynfn§ofmhofteleemi-
calions carriers

“(a) EQUIPMENT, FEATURES, AND SERVICES
DEPLOYRD BEFQRE DATE OF ENACTMENT; CA-
PACITY COSTS.~—The A General shall,
subject to the availadility of appropriations, pay
telecommunications carriers for all veasonable
costs directly associated with—

‘(1) the modifications performed by carriers
prior to the effective date of section 2602 or prior
to the erpiration of any ertension granted
under section 2606(c) to establish, with respect
to equipment, features, and services deployed
before the date of enactment of this chapter, the
capabilities necessary to comply with section

“(2) meeting the marimwn capacity require-
ments set forth in the notice under section
2603(a)(1)(A); and .

*(3) expanding existing facilities to accommo-
date simultaneausly the number of intercep-
tions, pen registers and trap and trace devices
for which notice has been provided under sec-
tion 2603(a)(1)(B).

“*‘(b) EQUIPMENT, FEATURES, AND Smwcm DEg-
PLOYED ON OR AFTER DATE OF ENACTMENT.—

‘(1) IN GENERAL.—If compliance witk the as-
sistance capability requirements of section 2602
is not reasonably achievable with respect to
equipment, features, or services deployed on or
after the date of enactment of this chapter, the
Attomeyceueral on application of a tele-

comm

the facilities of another carrier are not
cily available to law. enforcement for imple-
senting the interception of communications or
accéss to call-identifying information; and:

“(2) compliance with the requirements of this
chapter is veasonably achievable through the
spplication of available technology to the fea-
ture or service at issue or would have been rea-

wmably achievabdle if timely action had been

takesn.

“(d) TIME FOR COMPLIANCE.-—Upen issuance
of an enforcement order under this section, the
court shall specify a reasonable time and condi-
tins for complying with its order, considering
ke good faith efforts to comply in a timely man-
wer, any effect on the carrier’s, manufacturer’s,
or service provider's ability to continue to do
business, the degree of culpability or delay in
undertaking efforts to comply, and such other
matlers as justice may require.

(e} LIMITATION.—An order under this section
may not require a telecommunications carrier to
meet the government’s demand for interception
of communications and acquisition of cali-iden-

- tifying information to any ertent in excess of
* the capacity for which notice has been provided
under section 2603.

“(f) CIVIL PENALTY.—

-*“(1) IN GENERAL.—A court issuing an order
under this section against a telecommunications
trrier, @ manufacturer of telecommunications

n or switching equipment, or a pro-
vder of telecommunications support services
) "Wimmaeaciml penalty of up to $10,000 per

4y for each day in violation after the issuance -

of the order or after such future. date as the
eurt may specify.

“12) Cowsmemnozvs.—ln deteﬂmniny wheth-
® to impose a fine and in determining its
mmnt the court shall take into account—

(4) the nature, circumstances, and extent of

¢ violation;

'(B) the violator's ability to pay, the viola-
s good faith efforts to comply in a timely

ner, any effect on the violator’s ability to
Ontinye £ do business, the degree of culpabil-
‘tr. and the length of any delay in undertaking

to comply; and
“(C) such other matters as justice may re-

B) Crvir acrion—The Attorney Gemeral
file @ civil action in the appropriate United
sm‘” district court to collect, and the United
m,f“ district courts shall have Jurisdiction to
0se, such fines. _

communications carrier reasonable costs directly
iated with achieving compliance.

**(2) CONSIDERATION.—In determining whether
compliance - with the assistance capability re-
quirements of section 2602 is reasonably achiev-
able with respect to any equipment, feature, or
service deployed the date of enactment of this
chapter, consideration shall be given to the time
when the equipment feature, or service was de-

oyed.

“(c) ALLOCATION OF FUNDS FOR PAYMENT.—
The Attorney General shall allocate funds ap-
propriated to carry out this chapter in accord-
ance with law enforcement priorities determined
by the Attorney General. -

‘/(d) FAILURE TO MARKE PAYMENT WITH RE-

' SPECT TO EQUIPMENT, FEATURES, AND SERVICES

DEPLOYED BEFORE DATE OF ENACTMENT.—

-*(1) CONSIDERED TO BE IN COMPLIANCE.—Un-
less the Attorney General has agreed to pay the
telecommunications carrier for all reasonable
costs directly associated with modifications nec-
essary to bring the equipment, feature, or serv-
ice into actucl compliance with those require-
ments, provided the carrier has requested pay-

‘ment in accordance with procedures promul-

gated pursuant to subsection (e), any equip-
ment, feature, or service of a telecommuni-
cations carrier deployed before the date of en-
actment of this chapter shall be considered to be
in compliance with the assistance capability re-
quirements of section 2602 unless the equipment,
Seature, or sevvice is replaced or significantly
upgraded or otherwise undergoes maJor modi-
fication.

‘‘(2) LIMITATION ON ORDER.—An order under’

section 2607 shall not require a telecommuni-
cations carrier to modify, for the purpose of
complying with the assistance capability re-
quirements of section 2602, any egquipment, fea-
ture, or service deployed before the date of en-
actment of this chapter unless the Attorney

General has agreed to pay the telecommuni-.

cations carrier for all reasonable costs directly
associated with modifications necessary to bring
the equipment, feature, or service into actual
compliance with those requirements.

*(¢) PROCEDURES AND REGULATIONS.—Not-
withstending any other law, the Attorney Gen-
eral shall, after notice and comment, establish
any procedures and regulations deemed nec-
essary to effectuate timely and cost-efficient
payment to telecommunications carriers for com-

~ pensable costs incurred under this chapter,

o7 .carrier, may pay the "tele-
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under chapters 119 and 121, and under the For-
eign Intelligence Survealance Act of 19?8 (50
U.S C. 1801-et seg.).

‘‘(f) DISPUTE RESOLUTION.~If there is a .dis-
pute detween the Attorney General and a tele-
communications carrier regarding the amouzt of
reasonable costs to be paid under subsectiom (a),
the dispute shall be resolved and the amountt de-
termined in a proceeding initiated at the Com-
mission or by the court from whick an enforce-
ment order is sought under section 2607."".

(b) TECHNICAL AMENDMENT.—The part amaly-

sis for part I of title 18, United States Codie, is
amended by inserting after the item relatinag to
chapter 119 the following new item:

SEC. 3. AUTHORIZATION OF APPROPRIATIONSL

There are authorized to be appropriates® to
carry out section 2608 of title 18, United States
Code, as added by section 1-—

(1) a total of 8500,000,000 for fiscal years 2995,
1996, and 1997; and

(2) suck sums as are necessary for each fescal
year thereafter, .
such sums to remain available until erpendedi.
SEC. 3. EFFECTIVE DATE.

(a) IN GENERAL.—Except as provided in pmra-
graph (2), chapter 120 of title 18, United Stmites

- Code, as added by section 1, shall take effectt on

the date of enactment of this Act.

(b) ASSISTANCE CAPABILITY AND SYSTEMS .SE-
CURITY AND INTEGRITY REQUIREMENTS.—Sec-
tions 2602 and 2604 of title 18, United Stztes
Code, as added by section 1, shall take effect: on
the date that is 4 years after the date of enact-
ment of this Act.

SEC. 4. REPORTS.

(a) REPORTS BY THE ATTORNEY GENERAL.—

(1) IN GENERAL.—Omn or before November 30,
1995, and on or before November 30 of each yrear
for § years thereafter, the Attorney General
shall submit to Congress and make available to
the pudlic a report on the amounts paid during
the preceding fiscal year in payment to twle-
communications cerriers under. section 2608 of
title 18, United States Code, as added by sectfion
1

(2) C'OM'ENm —A report under paragraph. (1)
shall include—

(A) a detailed accounting of the amounts payid
to each carrier and the technology, equipmemt,
feature -or service for which the amounts weere
paid; and

(B) profections of the amounts erpected tor ibe
paid in the current fiscal year, the carriers: :to
which payment is expected to be made, and tthe
technologies, equipment, features or services ffor
which payment is erpected to be made.

(b) REPORTS BY THE COMPTROLLER GEN-
ERAL—

(1) PAYMENTS FOR Monmcnlozvs —On or tbe—
Jore April 1, 1996, and April 1, 1998, the Conayp-
troller General of the United States, after caom-
sultation with the Attorney Gemeral and Ehe
telecommunications industry, shall submit to tthe
Congress g report reflecting its analysis of the
reasonableness and cost-effectiveness of he
payments made by the Attorney General to telle-
communications carriers for modifications nesc-
essary to ensure compliance with chapter 120 «of
title 18, United States Code, as added by section

(2) COMPLIANCE COST ESTIMATES.—A report
under paragraph (1) shell include the findimygs
and conclustons of the Comptroller General en
the costs to be incurred after the compliamce
date, tncluding projections of the amounts exx-
pected to be incurred and the technologiess,
equipment, features or sérvices for which exx-
penses are expected to be incurred by. telte-
communications carriers to comply with the ars-
sistance capability requirements in the first 35
years after the effective date of section 2602.

SEC. 5. CORDLESS TELEPHONES.

(a) DEFINITIONS.—Section 2510 of title BB,

United States Code, is amended—
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i ragraph (1) by striking “‘dbut such

M :;;e_ypanot include” and all that follows

k “base unit’; and R .

W) in paragraph (12) by striking subpara-

5 4 (A) and redesignating subparagraphs (B),

%paud (D) as subparagraphs (A), (8),"and (C),
@ ctively.

T pENALTY.~—Section, 2511 of title 18, United
gutes Code, is omended—
1) in subsection (4)(bj(i) by inserting “a
{dless telephone communication that is trans-
ot between the cordless telephone handset
the base unit,” after-“cellular telephone
gmmunication,”;and
1) in subsection (4)(b)(_1i) _by inserting “'a
telephone communication that is trans-
itted between the cordless telephone handset
:';d the base unit,” after “cellular telephone
ommunication,””.
& RADIO-BASED DATA COMMUNICATIONS.
Section 2510(16) of title 18, United States Code,

Bm by st.r;king “or'* at the end of subpara-
groph (D); -
(2) by inserting *‘or” at the end of subpara-
ph (E); and -
(3) by inserting after subparagraph (E) the
Jollowing new subpuragraph: .
" u(F) an electronic communication;
sEC. 7. PENALTIES FOR MONITORING RADIO
COMMUNICATIONS THAT ARE
TRANSMITTED USING MODULATION
TECHNIQUES WITH NONPUBLIC PA-
RAMETERS.

- Section 2511(4)(b) of title 18, United States

" Code, & by striking “or encrupted,
then” and inserting *, encrypted, or transmitted
using modulation technigues the essential pa-
rameters of which have been witkhheld from the
public with the intention of preserving the pri-
vaty of such communication”. v

$EC. 8. TECHNICAL CORRECTION. .

Section 2511(2)(a)(i) of title 18, United States
Code, is amended by striking “‘used in the trans-
mission of a wire communication’ and inserting
“used in the transmission of q wire or electronic
communication”’. . :
8BC. 8. FRAUDULENT ALTERATION OF COMMER-

CIAL MOBILE RADIO INSTRUMENTS.

(a) OPFENSE.—Section 1029(a) of title 18, Unit-

ed States Code, is amended—

(1) by striking “or” at the end of paragraph
{3 and . o

{2) by inserting after paragraph (4) the follow-
ing new payagraphs: . . .

“(5) knowingly and with intent to defraud
uses, produces, traffics in, has control or cus-
tody of, or possesses a telecommunications in-
strument that has been modified or altered to
obtain unauthorized use of telecommunications

services; or v : . .
“(6) knowingly and with intent to defraud

uses, produces, traffics i1, has control or cus-
W 0f, or possesses— : . :
::(A) @& scanning receiver; or ’
(B) hardware or software used for aliering or

modifiing  telecommunications instruments to

9tain unauthorized ‘access to telecommuni~ -

cations services,", . S :
®) PENALTY.—Section 1029(c)(2) of title 18,

United States Code, is amended by striking.
%{{ or (@)(4)” and inserting “(a) (1), (4),'(5),

or

() DEPINITIONS.~—Section. 1029(e) of title 18,
"ited States Code, is amended—
(1) in paragraph (1) by inserting “electronic
I number, mobile identification number,
Personal identification number, .or other tele-
Sommunications service, equipment, o7 instru-
"'z!t Wentifier,” after “aecount number,":
(5)') by striking “and" at the end of paragraph

w&’) by striking the period at the end of para-
(41"‘ (6) and ‘inserting *; and""; and .
sar ‘adding at the end the following nmew
wagraph: .. St .
t*icem the term “scanning receiver' means a de-

OT apparatus that can be used to intercept
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a wire or electronic communication in violation
of chapter 119.”. ..
SEC. 10. TRANSACTIONAL DATA. - .

(a) DISCLOSURE OF RECORDS—Section 2703 of
title 18, United States Code, is amended—

(1) in subsection (c)(1)—

(A) in subparagraph (B)—

(i) by striking clause (i); and

(ii) by redesignating clauses (ii), (iii), and (iv)
as clauses (1), (i), and (iii), respectively; and

(B) by adding at the end the following new
subparagraph: . .

“(C) A provider of electronic communication
service or remote computing service shall dis-
close to a governmental entity the name, ad-
dress; telephone toll billing records, and length
of service of a subscriber to or customer of such
service and the types of services the subscrider
or customer utilized, when the governmental en-
tity uses an administrative subpoena authorized
by a Federal or State statute or a Federal or
State grand jury or trial subpoena or any means
available under subparagraph (B).”; and

(2) by amending the first sentence of Sub-
section (d) to read as follows: ‘A court order for
disclosure under subsection (b) or (c) may be is-
sued dy any court that is a court of competent
furisdiction described in section 3126(2)(A) and
shall issue only if the governmental entity offers

specific and articulable facts showing that there

are reasonable grounds to believe that the con-
tents of a wire or electronic communication, or
the records or other information sought, are rel-
evant and material to an ongoing criminal in-
vestigation.'’, :

(b) PEN REGISTERS AND TRAP AND TRACE DE-
VICES.—Section 3121 of title 18, United States
Code, is amended— .

(1) by redesignating subsection (c) as sub-
section (d); and .

(2) by inserting after subsection (b) the follow-
ing new subsection: :

*(c) LIMITATION.—A government agency qu-
thorized to insiall and use a pen register under
this chapter or under State law, shall use tech-
nology reasonably gvailable to it that restricts
the recording or decoding of electronic or other
impulses to the dialing and signalling informa-
tion utilized in call processing.””. .

Mr. BREAUX. Mr. President, I ask
unanimous consent that the committee
substitute be agreed to, that the bill be
read a third time, passed, the motion

to reconsider be tabled and any state-

ments appear at the appropriate place
in the RECORD as if read.

The PRESIDING OFFICER. Without
objection, it i1s 8o ordered.

The committee amendment was
agreed to. . )

So the bill (S. 2375), as amended, was
deemed read for a third time and
passed, as follows:; .

. (The text of the bill will be printed in
a future edition of the RECORD.)

LAND SALE BY THE UNIVERSITY
OF ARKANSAS

Mr. BREAUX. Mr. President, I ask
unanimous consent that the Senate
proceed - to the immediate -consider-
ation of S. 25650, relating to a land sale
by the University of Arkansas, intro-
duced earlier today by Senator PRYOR,
that the bill be read three times,
passed, and the motion to reconsider be
laid upon the table, and that any state-

ments relating to this item be placed

in the RECORD as if read in the appro-
priate place. ) L

The PRESIDING OFFICER. Without
objection, it is so ordered. .
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So the bill (S. 2550) was deemed read
three times and passed, as follows:

(The text of the bill will be printed in
a fature edition of the RECORD.) .

STATE DEPARTMENT AUTHORIZA™
TION TECHNICAL CORRECTIONS

Mr. BREAUX. Mr. President, I ask
unanimous consent ‘that the Senate
proceed to the consideration of H.R.
5034, the State Department authoriza-
tion technical corrections bill just re-
ceived from the House, that the bill be
deemed read a third time and passed;

-the motion to reconsider laid upon the

table; and that any statements thereon
appear in the RECORD at the appro-
priate place as though read.

The PRESIDING OFFICER. Without
objection, it is 50 ordered.
" So the bill' (H.R. 5034) was deemed
read a third time and passed.

e ————

INTERNATIONAL NARCOTICS
CONTROL CORRECTIONS

Mr. BREAUX. Mr. President, I ask
unanimous consent that the Senate
proceed to the consideration of H.R.
5030, the international marcotics con-
trol corrections bill, just received from
the House.

The PRESIDING OFFICER. The
clerk will report. :

The legislative clerk read as follows:

A bill (H.R. 5030) to amend the Forefgn As-

.sistance Act of 1961 to make corrections re-

lating to international narcotics control ac-
tivities, and for other purposes. .

The PRESIDING OFFICER. Is there
objection to the immediate consider-
ation of the bill?

- There being no objection, the Senate
proceeded to consider the bill.
"~ AMENDMENT NO. 2639
(Purpose: To add provisions relating to the
membership of the North Atlantic Treaty

Organization [NATO)) ’ ‘

Mr. SIMPSON. Mr. President, I send
an amendment to the desk on behalf of
Senator BROWN, and I ask unanimous
consent that the amendment be agreed
to.

The - PRESIDING OFFICER. The
clerk will. report the amendment.

The legislative clerk read as follows:

~The Senator from Wyoming [Mr. SIMPSON)
for Mr. BROWN proposes an amendment num-
ber 2639. .

The PRESIDING OFFICER. Without
objection, the amendment is agreed to.

So the amendment (No. 2639 was
agreed to, as follows: -

- At the end of the bil], add the following:

TITLE—NATO PAI:.TICIPATION ACT OF

SEC. 01. SHORT TITLE.

This title may be cited as the “NATO Par-
ticipation Act of 19947, -

SEC. 02. SENSE OF THE CONGRESS.

It is the sense of the Congress that—

(1) the leaders of the NATO member na--
tions are to be commended for reaffirming
that NATO membership remains open to,
Partnership for Peace countries emerging
from communist domination and for welcom-"
ing eventual expansion of NATO to include
such countries; ’ =



